LEEVBRERIREERT
TR

—. ETLH

FEI Y5 6Z-2022038

REH: EREAEHEE TG

¥ X4 F: Information Security Management and Evaluation

AR &R

FHAR L. BT ERAK
. REEW

(=) FIAHFRE

ARFETUA He R AP 8 =2 2T EH AT, #3157 1L 55 1% F R
BFHRABERAZENEZ2TEHNRLATENG, b5 REFRHEARM L 2T
%, Zawit, WE&ReNRAME., HFIOLRE., NHEFZ2MMERTG S
FEe A, RS RN R AR EF R R &7, BIAF AL Ao
LB ER, BAFERVEAFRLTE,

(=) BF L

ZERNEHEERERZABANAGRE LT E, RAALZERZ “FRZA
BRAGER”, “GREZeEFRRESNA". “NERLRGER”. “FERT X
W7 “HERLEBTSHP7. “BERARZL2ME”, “Web ZEMRAKA” %
W AZ A TRAE

FNEATERZLIRERRAMAM L FRERIT, FELZETLETRE
RRATETXEEGF, FUNZRERNEARFREHRREN, LI URR
. LRRE. DR RE, URREBNH~Be O EFAN.



=, BEAR

EAENSHRATFNE AR L Ll ZLFIT, WERTLN AW, %K
FEAEEZE., NARFRAFMMERE S EFEEEZKREN, BAREE:

(=) ZREFHERFEAFRENETNER, RIHEREL2WFAE, 7
Hetp Rt r mmE A 22 & mahE,

() SHRSEFRRERFBLFFRALIR TAERFFE, LIAMERE.
Zek&. REaEnEe, B, TARELHRELE,

(DS RBETFRUEETRENNERE RS & LREE RS,
EIWERGWEZAT, FREM BV FFREELRN T2 R, HEMELHRE
LR K

(M S FEFRRERFELCY T LANZLEN, RIANEZ2ZHNAE.
AMAFAGET MR, k. RE. LE. 2 MEESTENEXNIER, FitE
BEHINEAT A, KEHKBREWITE XM,

(IS HFEFAUNA—RF| W% 2K ESE T A e by N4 %24

+H>

K & I R R AT M. BRABE,

(7)) &L EME R E 4 A
7= WA A SR 3% St A
F—W B T o B e A e TRE—RLF
HE 30% METFEeHESREZLTF (180 4-4)
F B Mg zrsE@my, BEBOGEEE. N | ZEE— KT F
AE 35% RARFEs (180 4-4%)
F =B ‘ i e A s ERE_RLEF
HE 35% ZrEH i CTF (WM& L4 B%) (180 4509

M. EEFA

(=) EFHERARTN BER, FX5%HNd 3 LEFHK, SANEHE
BRERFE. A, SREFFRIAAEL 25 B Z (F it F oy #ab i L
2022 5 A 1 HAK), HEAMERZTR. BFBFAAARLTREN, &5
FNAEE 2 LU HHEFE I,



i, RRRE
(—) EEREE
FEREZAEEGTIHEETNEEREWE 1 TR

I BT |

I %ﬁi}_&éﬂ I

T I

I %iﬁtﬁl‘i] I
SREALTETRS |
ﬁ%%—%I:fﬁgﬁﬁ |

!

| smes—wmpEs |

I t 2 Eg EANET Lk I HYEREAER |

IREIHHF HFNEREAB |

[ #—memtrmes |

%—Bﬂﬁﬁ‘ﬁiﬁéﬁ%ﬁﬁ I

[ ==s—=xrrmsies |

| =ms—xTresrg |

RHWE_MEREE |

trEnER |

v

BopEEseE |

v

— R0 =RE X TATRE |

—RINEE ERE_F HFEENTG |
1




(=) FE3RME X
HORIREAE 2 RAHAT, WRFRA 33, RIMERE T 9 /Maf, RfEz

L J

RIE=IERE

|

EEEN R

v

FEMEBRREER

v

B=MERSSH

v

TPEREERLE

Y

B

v

L

REER

Bl 1 % En R

T
Fl #A i 8] EIN Zim AR H &
#HR2 H | 20:00 7 FH . WEMHERE THEAR e =il
SENME, ZHER, . S
09:00-12:00 e THEAR. B2&E 1+ %8 78 &
FHK, AR, & \
:00-12: FH TR &) SWE
09:00-12:00 | #HF T1E 2L 2 WE
P17 \
13:00-14:30 | 4k & SRR BHA LW E
FHEN1H K
15:00-16:00 | W% % 5 NN FETH
16:00 &Ry HAK, EEMF#HA | #EH
16:00 iR 3 B % FATN ERGH
07:30 BHHENFHF FHK., AFHEH | s EH
Z%ﬁ 08:00-08:30 | HEME, —kmE | SEBT. DGR | BEHH
: B, ZRImE ,
08:30-08:50 EFHE, —RWER SEEF. AFHH | EEGH

A




> EZRENBAL, TiE
R RS K ,
08:50-09:00 ’ SEGEF, WFHH | £
B EEEL R wF. RWFHA | EREIH
B 8]
09:00-12:00 | & — WX b 2R B ] SEEF. AFHA | ZHEGH
_ 4k B
12001230 | 7 PEEREEE ) L aue mpan | namn
]ﬂa —:J//(j]lj%\
14:20-14:30 | B M ERA L kutla] | 2REF. A HRA | ZRGH
14:30-17:30 | E_MEIEXER A | 2% &F. AFHHA | £HEGH
- 4 E S B
17:30-18:00 %’fﬁ'\&l’i;‘%%ﬁ SEEF. AFHH | 2 ETH
]ﬂa —:J//(j]lj%\
08:00-08:30 | & F L, —hkMmF SREF. AFHHA | ZEGH
i ZTLQ’ —:\ 53-1—:
08:30-08:50 f;ﬁ RWER SHEEF. AFHA | ZHEGH
08:50-09:00 | HE=—MERAL KA | 5H%&F. AFHHA | £HEGH
TR
®o K 09:00-12:00 | % = ¥ Bt FE AT 8] SHEBF . AGHRH | REFH
12:00 W E K & SHEEF. AFHA | ZHEGH
E i)
D30EHE | RATAHE, RSA | WARAL RAE, | LT
s i tR. BEHH ]
15 8 )5
AR X . M FEBAL |,
(S 9: 30-10: 00 | Fl &= A5 ED . R SWE
N, RERE

ARTELFAE, H#AdeEBRYRREEAFNEZERETRE TR,
HAET2ERVERKEAFERXFASETHFHEAR HAEAIHE
K, TR0 EHANFAEZRL. ATRIEN® AT HiadERL, UHEF
FAR A B HR L AR R R B IR AR AT A AR R AT AR AT AR E AR AR, 4
aERZEMARLT VY HEAL BRI EMRN KIFE, SRATLAE, it
RERFRAE. FIEZRIERAET RN AA, BRXARBERATF 0T
% ORAEURFSER. £, ERRAEEXRRNER S XA, ARIE L

A E R P AR B A SR 38 2 i 45 B & i F & (http://www.chinaskills-jsw.org)




NFREFESE
RIFEFHEMEAE, R RETRANEAEF TR R 2 EEXFEMA,
AFRARHERG A FETL 20%. KLFZHI. FTH, #HEF, EXARAXHAF
MEADGRRFET. REETLEEE, F2HE AELTF,
ERUFRBAELFE LR 16, AL HAREEERF L RFEF
RENREERPEERY. dRAKEEEFSIHAAKEET, ALY RH2
% IE A JR A AL 30 B SRR AT
WEXRE, BESEAFEANEAA, HILERERREREEEY, &
MG HFI M REHRATEYR, BFLRAZNEREE R EAL IR, HREXE
KFMEHE. REREENFHANE, 5EHA,
FAFSATETLNT, BRHAKEH QT L H L HH .
AFEFEATUTH L.
REMERLLHANAL L (LU RE: 510207);
SRARGRELESEELTL (LR 310207);
REM KRR E Y (FI ARG 510212);
REMFGEANFEL (FLRE: 510216);
REMTENMEE AL L (LR 510202);
BEMITENLAEAET L (FREG: 510201);
BIREM TV ERNEATL (FLRAG: 510211);
BRAMFNE TREA (FL KRB 310202),
+. BERAN
(DEENRSERFEE S REF AN SRR A B EFEMF A,
ARGRFERELHH (—EZF%) EHFEMFE. AFEFER (W, ZF
W) EAEEMF . SR TFFB AT 25 B L (T A A R E DL 2022
FS5SA1HNE). LEERL2ERLERKEARTRARTATRA—SLH
wEF, THFHRESHE,

it m m o m

ZM



(2 REIMBRWERT, TRAESREFIRHEITRE LA,
(=) REFFHNEFRE. RARGMHE TAERTHNZ 25— 2H,
SZREFIARAEFTEMERE. WH. B FR. HHTA. B REFAANTR

() ZHENETRREF ST, THEEFMHEZH,

(7)) ZHRNAERM 10 o HATRIAHARERES, THREXIT 45
J& 77 W I A R TR

GO RELEF, BFAAETRENE, ARAFRREZ L, H#&
ZRA R EEMET, £ HEFHEERTERESRIF, THERSETE, &
HARKARIR LI ZNFESR; EEHFESFEFMABRFERRERE, dHAK
AT AR

(B ZREER (REM TR J5, ZRNEHIND R RFH TR,
BAREGSENAK—REFHIN, SRINEHNETRHAATEMEE.

OV RARRKGERBLREABHAK. BEFRKEFTHILG, £
M, URRYKXmehsRNATANm, FEARXLTUEAN.

) ARTE S RN RARGEHANENERATKANERSFERR L A
EMEERMNBRGREFLE, REFEEART RN G T LT, £
BHAKFBELREET . AN EME R REHA KT E FREILSE L L
ERFEEARG, AHBEIARKRETWRAITH ARG EREARAZ 2,

(1) FMEREEXTEAREIAALEIRL, 2T 5FEFELELE
FRHEANFRR, BANEERE, ARIMBEREAEIZ2ALNE, 12
I EARYE SEPT R JLE B AT

(=) SETUE LRI A A 0 B9 BRI R & R T 45 R MR A
BEFRAARMBARKET ERREHEY, FERIALRREF, ZRY
ANZERE

(+=) E=AR



L5 REF G HITLNETFRIAMEFHREK,
QHMNRESHRAEATAREESRAF R SHIT, ML TBETAEHE
WARNE, AREESREFMESHNN, ETFREEFFRET.
3ER. BA BEMEIARLTET (2 BRI AR REAFERZICH),
VR EARBART, PRUTRERE. ETERAE, A FLTER
4RGSTHREARCAETAERE, AEAFTETHARFHELR.

I\, FEERIE
FERIMANEAERETE, M4 220V £IE, TR ESE N HFE
ZAEXK, BAFERIMNERZ6M, #HRSENZEELATH. FEIAARH

IS, HREAZFFERRATHRERNH, B4, FRFEERRIEETX
ACRT 500lux), FRHAMER L ; FX5FMRHE—AWEA.

BT EEIMZSN, ARRITTARERK, AEX, WEKX, RHEEX%E.
BRARTRERERTAFREESMN . FRAFNE; KEXEERTEHERELU
BRAXFEAR., H70; WEXTERTGERALARGSEMERNHE; RHKX
RH®ETFRFRE,

. BAHE

(=) ZRTHRWUEREME R TRER . HRELEF, TEAUT

15 TUE X AT, SHRIELHEFRTEH FEREFEW THFE:

Fe | mES SRV 4 AR

1 | WSC2022 WS0554 Cyber Security (R B A EW %L ATE B AR E)

2 | 4-04-04-02 (M 5FEZLEER)

3 | 4-04-04-04 (B R&AMR R

4 | GB/T 22239-2019 (ERZABAME L 2FRERPEARAEK)

5 | GB/T 28448-2019 (ERZABAME L2 FRMEFNTEK)

s | GB/T 366272018 (FRLABAMEZ 2% FERFNKIFEEA
D)

7 | GB/ T31509-2015 (ERZABAGBEZ 2 NP4 L HTEHE)

8 | ISO17799 «%%%é%ﬁ?mﬁw»

9 | ISO/IEC 27001 (FRZA2EEKR)




(Z) RFFRMREEHEEWT:
F M B R R NGE 9
m%%@%.M%%% VLSM. CIDR %;
# VLAN. WLAN. STP. SVI. RIPV2. OSPF. BGP.
EaF % IPv6. H#E%,
RAP W 4 5Ll %4, 3L DOS. DDOS XK i .
o i LT, HHERE., WAMLEILIE, URL
Wk, EFIP, . A, AFfAE. BEX
BB AR 8] & 77 A A T AE 4], QOS Huk &
F—ME& B EAE R
W % %2k L2L IPSec VPN
EWRE S GRE Over IPSec
# FH % F0 VPN | L2TP Over IPSec
IKE: PSK
IKE: PKI
SSL VPN %,
‘ REFAFAEHRRESNENWEREHTEHS
S W EE AL,
BERAZHRE
W aFE M | ARG/ FEMHEXR
KL R A
Wk g b %%%éﬁﬂ&mﬂ
A SR X T
gl 10 'q E e %@%ﬁ\@%%\ﬁ%kﬁ
A x#ﬁﬁmﬁ
W % & Ao A
2 7 1 16 oA
NRARFRE | BT RESH
B AR AT
SQL JE A
Xt E
A PAT
AR BN L wpanm | LB
gzmna |CTPER | pogamss | BORE
2B E) A 3 18] S AT
— 3k ) I R R R
LR RS- i e L R
B 1E £ % iR A
B AT
+. #ATE

(=) EERM




FEHPESREN AT EN (L% Windows BIER 7)), FUEEZFHEE
N, ASFEFREMALTE vy TAHMG, %3 Office % F MA M.

F5 | & WA
1 Windows 10 professional
2 Microsoft Office Version 2010 VA _E
4 VMwareWorkstation Version 12 UL _E
5 Windows Server 2016 Datacenter
6 Wireshark 349
7 bind 9.114
8 Kali Version2021.3
9 IDA free 7.0
10 OllyDbg Versionl.10 LA _E
11 PDFreader
12 Volatility Version2.6 LA _F
13 Autopsy Version4.0 L _E
14 windbg Version4.0 LA _E
15 Jadx-gui 1.2.0
16 apktool 2.6.1
17 Android Studio 2021.3.1
18 HxD Hex Editor Version 2.X DL _E A
19 Android Emulator API27
20 StegSolve 1.4
21 audacity 3.1.0
22 Parrot-security 4.11.2
23 gdb-pwndbg 2021.06.22
24 sagemath 9.2
25 pwntools 4.5.0
26 pycryptodome 3.14.1
27 frida-server 15.1.10
28 frida-tools 10.4.1
29 vscode X64-1.6.1
30 Frp 0.38.0
31 Neo-reGeorg v3.7.0
32 EmEditor Free V21.5.2
33 Putty 0.68 L E
34 VNC viewer 1.2.1.2
35 VirtualBox 6.1.28
36 CaptfEncoder 2.1.0
37 BeautifulSoup4 493
38 one gadget 1.7.4
38 | A X WA ERETH




TP ZE 2 RS N A A REALE W5

FE B BRA
1 Windows Server 2016 Datacenter
2 Windows 10 professional
3 Linux(CentOS) Version 7.6.1810
4 ubuntu 20.04
5 EVE-NG v2.0.3-110
(=) FFEUAEER
FE W& 2R #E AR % E
. 24 AT HUULAWE O+4 A& F T
ZEEMMR 474 o | 2k AL
! BEDHZBM. LB | o SFP 3 044 4 10G SFP+# O Uik
9 /™ 10/100/1000M LA A K & [ ; 1U
2 5ok 4 1 6/4 b | i AL
W7 k3% 4 b B4 A | Bk AL
6 MThkeo, | AT REERE, 1
3 WEB )i J BF ok 3 1 &/4H | 4~ Console , 7t 1T, M4 | N
U
6 MThkeo, | M REERE, 1
4 W HE RS 1 &/4 | 4~ Console , FfE 1T®H4, M4 | Mo
U
ANT I SFPH T,24 AT ke,
5 T & A 1 /4 | THECLIFE, = 0RE=E 9600, | 4N
XERZRERED
802.11ac wave2 = WK £ A& L 4
AP, RE XL, EH 5 5=HER,
L B A& A EE 1.317Gbps, X H | |
2 =3 &/4 M| H AL
6 REBEN FS2 | 001 1amiac wave2 802.11b/g/n MR
BB T/, XF1AThED, 1
/~USB # 0
10/100/1000Mbps # 3% H 802.3at
7 POE #£3 1 A4 o \ M 2% AL
B MR pop sk, BB L Ey sow | A
WNEH>16 %, NHFE>64GB, A Foho i
8 eSS L&A | (SSD)ITBBLE, FhMB 24| T
R UL E -
+—. R&ITE

(=) A TR

ERA(ERYRRERARTZMRATETE S E) Zx 2 ERY R
HEAFERTEAE, FAKBRARZ2WARNZ 20T, OARNEZLHE
Fo FEE L2 FAL  FAL A BAKATH, X FAN (2 AKX —4D),




ARHEEREIFAR2 4, ARWELIRLERE, WLEAEE., KREIG
XFERA 184, AGRA S5 4, THHRA 10 4, WEHA 3 4,
RRFHRTZRNE, WEESREFFRAREEBT R 47 3
B RAVER LTI, ERMEER. RERABREEMELIAE,
FUlWEZH, ARSRAFHTE —RWME, PESRET, BRETF
SHRILENMAAMER, BE R FLFRERLEFSRLEFNMARMNERIL
T, RA—RIMEFEREARTERRE
F_UWERA, ARSREFHTE _RBE, AZEMLT, BHREFSH
FhT, HE_RWELRXREALF SRR T, RA-RMEEREHR T2
WRE
FZH I RAN TR TR AL HAT 0T AR TR T, F]RFET,
HE=ZRWERTR, EANZRNEERTHRFERRE,
FIamEEREHARNAFHFRAL M ERAFMEEARET  FHREKR
BEARBEETEMEZHARETREZNROEF RS
(=) AT 7%
BALAGKERNAF T4 MERE T, BRAKATTERLTE; HAR
RAME, REEHAZANFILTLERAKRGE—RE, FLEREE, &
S8 S-S U NIRRT/ o
EEAGFEER. BAR. BF R, EACEIEFAR, 2 THHA, R
EAZFE, FHEF RAK 23 HASREN, 5-6 2BRAXRFIEMATATHE L
MR EN R, BE RATESFNMH R EFIRAEF MRk, FH R A
FRE FAFAANMATIIR, BAIFATIATRA RN GRS N ILE,
(=) R& = EIE
HARPKLEEF, ERRE S ERA RAATENF T, BDAHKATK
RBRSG—BARRE ARG RIUTE, RIHEAFBRER G ARG, HILEFEF
B 50 SR OURE T B X LA 4

N



N

BHKE R F H AT AR I 4 R EBTIR G, BB R
ARUETHmE &R TEERE, WARE— kR, REEGRAK. b
fir i B F A

I F AT, KBTI C. B, A BHIRF AT RS T
HHELLC BB BAHE, WRCHABINR, FUBBRBELRTHE, U

e
p=ul
¥
ol

o

ok,
FET L TARAEENT, NE NTTREN, FocEEREELEESFEFUU
T4 77 E AR A o KR
EEWE | ARAESE P44 U AT 4 A 2
- @x%\m%aggg\wwmmwxﬁfﬁ%gﬁ?\
g o CERHA, WEEE, 44, PHUHERE, #H5
’ S HRTH-EMN.
& ok . %4 %E . NAT. VPN £ E fillit: W
RE30% | M4EAEET | AOSEERNERN. Git. LLLEE,; web f A K
B Bl g, g, LELEREE, TACE. T4
E 25% RARE. RAFBREREMNR; —ERENEH.
“REALZWEMNR; #2540 ERTFH-EM.
SERGFNF RGN B E0M0, BRS, RHHE
R e o 2 e BUERGRBA RGN AN, BRESN, RAHE

DN, WESAN, RoEgsnE, BRERLSN, HE
B, WEEEA, BERE, XHSTIGE, ML R
Eantt, BANARFIN, REFIT; #Ha 3545
&R -EN,

E_WME | M. HZFEGEE
E 35% | EAf H %A
ME 35%

BB EZNREARA A SQL EAN ., XM L, & A HAT .
& kR CTF | &R, &b K % IRF X B AR B AL 34T 5 & 010
FE-MBE | (W& %2425 | BREeRE. ERXtrotr. —SeRERA. KA

WE 35% | #&) REIRFEAF . BERTREMNR ., FHFEHME—L&
WE 35% AOGERAMEFCRLEEARARREA AN KRN,

W35 05 HLEF L.

)

SREF AT ARG, B E5EE ., AR5 EE A TR
A%, FERMRHAEFHKE G TK,

R EFHE LR GEHARSG SN B &R E, I WAF (%
K& EELF L RAAXGTARE (2 ERL IR AT ELH) XE
IEF RRENSFREFH L, HRIAFTHRFAE, LAEFIELE, F4 Tk



FRHRGHIL S, FE, TRAEFRIEBEFASDEALS A B ELE,

(M) REEZENA

VR R G VT B v A b, M B IR A T AR TR R SR HE 4 AT 30% B BT R 5
FWME (BF) WREHFTEL; THARGFHTHEER, HEEZELHKE
T 15%. WA RFHREUSE AR R ERFAK, BRAKEERFHET
#iho A, WRHIREMIT 5%, HALE R REHAT A,

EREBREUAGTIER, GHERAK. BEWRKARTFRETEH T, H#
TR BRI AR G AT A
+=. B

EFRSREFEHEE, URTERSENLBOIER, —FL 5K 10%,
THEXEW20%, ZEEEW30%, MABEEELA,

RB—EXLWERDBSHFR “RERRBHTL”, BRFREIEH.
+=. RYWE

LEFLR P AR EHEE, KEERSE, AGRHATREAHNEN, &
HBEAZHARFTRE, AGHH R LHER, AEAE TR, RBHAKH
HJE, TR HIEKAN AR FH R

DG ARER PC AR A, YAk EEE, HEEEIHEIY R H
WEHERGEAIHART UL,

BEMENEARKERREARAFA, ZERTHELHERARE, &
BHE, BFRAREARE, wHHAK. L. RAXFELATARTA, £ 4
WF AR A TANRLEMER; w0 THAE, PIEHE, ELEREEX
HEcRE., B, REIELNHAARIELREFHEN.

AWEHEA R EBIMIE. BABRREEAEY, HAKIHFEHAXAR
g, B EEASRETHERERK, SEFY 120 REER.
+W. RFLA

FEZARAERY AR AT TR ARG Rk, B RET



% & A0 AT TAE SO JRBI R 1] B

(—) AL

FEORZE2ALALIIH AT EX AR Z 2 THE, BrNL. HF. =
FATHR. Z@&, TE. &&. AESFHEXTITHANLGRIELEL S, FEKA
WE, RHABRAEH. IEHNE L2 ETENAL. REFRAEHNATE,
ERBRIELRFLELE TR L,

(=) FITE T

I WEABZY R BN, REAFGERARZ AR, RNEXEA RS
FRTUWRANZMFASH AN EFENERE R, it 7 E I # KR,
KRB R0 e M RIEL F &R ERZ L. RIRETRATE#EFERTEA
A A e DA

2. EFHAXHAEER (BT AXBRUYRHLLLHATE. 6K
AL B REFNE

3. FIRE WA T A ARET 2R HA RATHAF N AL L), X
RHENR#ATZL2FEN. ZRIETERZeMEHR TR EF LB, RiE
(PEANRKAETHE) FHRBEN, BLT TENLZLFHHEHE, HE
TR AL FHATHEY, BEXEARGEER,

4 ZFRELKH LI HRZRIEL R, FAREMPALIEN LS

(Z) HEFEKE

LIFE R L RIE

FEGALEERARFE LRI, RARBAB T ERRLEHTEZR,
TRRRUBERBES, ARUFHEAMFAANLT RSO ER. ARFRIL
N FRREEE GG B, BRI TR AR d RO A R B L
T, HNTEEKXAWAT . R, HE. ARSFHTEEARHLE,

2 RZARE

%% UPS: /A UPS Bt A7 H X AU SR A A REEL, BESE,



3KVA, & RrE: 2 /Nef, B EA.: e E: 230VE5%V; 8 X A&
3=

3EMEZRIE

FEWMEMEFHATUHEN, WERE. TEFRERNZLF, #TLLE

#
ERE W, HAEREMNAREHLTLBEREEFITHTHE. A RELET,

PMAREBHFLHNZRSE., TERGMERRE R TR

SHRNEF NS ERINADRNRE L 2 HEE T RN, SREFRELE
FTHZEREETEEFLAE 2 AN,

4FGHE 2 FAERMNEARE AN UEILYG . E8 T BREAT

%,
Frze THEREAHER. RIWTE, RIRHEHM, BE, RFERA

REZENE . APEMRATERREIPE 2 E R AR Z2RE.
SRBEARAZ 2 LHB T T ERYTRETELRE.
6T B BRI EMR L, WIELRARIANRERSISFH, LWEAT AN
SRARPY HUHRERAEFRELENT R . EAF RREHERERT,
A RE % F I REE
TADBMNRBERIINSMELHEF. X THRRAZS KB EHEL,

R AR RE, FREKRFFLAFEI, LA Z TR

’ #@E
HRBARE R

8ETMZE 22 B AN MG ZTTREIFERE WA RRT T E. £
AEFFEEARER. FRARRENXE, &7 REFL2WETAII,

mERAR, FITEEEFEE,

ZE

O.ANFEHE, BFADENNEEGEBENERMT, ¥MHE, BILA
THEHX,
10.% % % F 3N\ FE L

 REIATEARENTAIE B, FREEFEI,
FRAEERRE,

HUEEFILFIARL. wHAFE, aRPH—RE. £ FE,



FHAREFEREL RGN HANFEEZRMNA RAAT LR,

(W) A&

LIsREE, REN L READEMR - LS REFMESHITRE (5
RAER). AANEMNEEDHRRKNEMEA, RIEEFE RN REBR,
BT OB RREFHTHREALSE,

QWEME ZH N EEHE A EE/EFEE R A R UFRE & EAE
B, AEHENER. TE£, REZLFARTHE2MERE S 00FRH®
[l #132.

3LAREME A ARSI EE N0 R Z 2 BRI E 2 AT BRI
ZaMmAN EMMRIEL R L F B FHTAEA R THEARAREZ 2

AERTNZEER, BT ATURRS BN ZeREE G, M HBET E
FHREREN, REMARBMALE @

(L) AN HE

1L2%. B, ERTAELARSFENN, NRHHSFEFHELAFHE
AR BT ERRE .

2.4, BIEX., ERTERIWA KRG, FHEHXEEGE, FHFAL
F.BERHTHTLZEHT,

3ESRINTANAmBESRARNZLEEE, ZAERGLZLEENTHE,

(730 MARARE

HhSEHE R A BN ER, RAE N E B REFTNZE S, FHKHE

BEEXYT R RIPEZ L NI EHTET UMEFARXNE2WE, HI
EAZ2FEANETUESR, EEEFAAXLAZ2AT. T, FXHAZEL
BL T A FERE 2 & E I

(£) &5k

LR N EAZ2FHE, F1IEAD BN RTAN KA

2QHESENMREHE R EAZ2FRHE, BOHLS R,



3HERNEARAEARAEYEE, EEYTEARRR, B4 THM,
] BUH AR R L SR B A

AFRETRAREAY, HEAELGHEERFTE, F7ESHH
A, WA RN KL R LR
+x., BRFH

(=) ZFEWIH

1.5 E A5 I ETA S S H P R R L TRE T,

QEREHE, SINESERNIMERTEL GBEMEA, LLIAFEME
B, BHESREHE, RETK.

3R 5N RO R TUAR B ok 3% R 7 i SR T TAE

4 MTABUELAERLEEFRHTHNSEN, ARABYRE, KB (&
EIERAV e Bk KRR E S R) %2 T 5. BUHIE G, BRIMATELE,

(Z) 5 FAT A 0

LEA., BEX., BET., ¥8EFEREE S EATHH 52 F TR 1
A, BT Z 5 R GERTEULEEAARKFTARIMITAREME, BFE
FIUnAE, A&TESARN AR

2ATPA B 4% B 5 A FATARA 2, T8 sk %

BN AFARKE S FENSmEREE T

4 AT B AR AR SRR S T1E, HhiE& 5 RS RTH LA
GON DR

SERWAAFEETHARENEME L, TE, %k, HANERITH.
L, LR TAEA RBEAAT A S B IR, Fr 4RO\ P R AR 2 H & FOF
A &S FRINATIR A K RAFFAT IR RLMHRER, FERERHIT,
% F R A HAT 6

(=) R AT F 4

LIS ZARE L L HF U FETARCERZNETE, NERT

IS
P
S
[
jas
i
>t
Al



EF NG, BERAEFNELRUEAMRENRY Z57, TRAFACEL, #5
AFEMF. UFERFE,

24N KA EREARLT AP TA R RTNE AL, NEFAME
BARPREENAE ., MANECWRZER, #FEFHUFRAN—TRHAES
3RS

348 T AT ZARERITAE B RMT S REFREAETHE, FRRMT
HFHEEHE

435 F BT S RN EFED), TREXFIA R HANREY, THIILEL

(W) &5k F s

|2 FAFREHRERPEZARMAGR, TURHEEELE.

2LEFAFRERFRH RS R EH LSS F.

3.5 M FRNEF I ML RRERMAM, EREFARLE, RN
#, TRH, XHEE,

45 mEFIENEFEAETREREMCTRS . AHHENFET.

SEFEFNHBACEERLEYT, FEFIE. FMEHFRE, HEKRA
71, TRREFER,

CERUFUBBRACTER, H¥ELELN»TEHLE,

TH5REFNEARERARZMERL,

BEFRLEFNERMNERENEMIATREFLRETBTFE. EXRELEF,
FETHANR A RE KT, IERETEREN, ETERA KA, TLUE
& Rt AL

0.4 5 FHFLFHEATEREERERE, " EHARTENLLFH,

ZRBAKHE R LEVBRH R S R

105 FEFFHAFAZFAFERGLNER, THERZHERX
MEFREEAXT SR ETFHE, RE. B4, SRR FTEER, TNRHER

N



TG

1LEER AT, BFRAKRLTL, FREME. AT EEFTERE
BEFeL, RTRARFERETEITRYT, BITRGHIEHEAEMTITA,

REFFEHE, KERZ2ME, SREFIRETHME LI AHEAT
WERENEHERNRT . SREFIEHERNEXELLE LN,

(7)) TAEA R4

LRI RHS WA, —AEFER, UGEATAFH., TR IARNESEM
FEEBHER, ERTRE2NAT T, HRE ERFT o THERINEHT K
LI,

2.0 TR A RS0 JUR L RF, RODE, RFIUE.

BERXHAAS, RERFHVE, REHEIEH.

4.8 & FRIAERFAN, RAFEA 5 T, #5REF T IIA 2

SARET 30 H#r Bl 3Ry, MFI KM, TERE, 17E, THELHER,
Rk LE A TAEH A KIER

OCRARXFENE, "HERIEEFIAEXAZAE, BRREN, HERN
ARME, AEABEARRRK, #RARZS,

TIHRAREFFRTERFREATH, THEHLTHEES, F7HAHE,

SARFFEATE, MG —9T, "HETRALE, WEMES, &5
TIERE,
TR, BRE MK

SR TF e AFMETABACZNNE . BE. TE, B, B,
WENHES, THREATE. Af, THERK. FFEE, URTHEARHT
MEATASE, TRETEEFRAREF R, FIFREERASZHENIN. SEAT
AR ERFEERE CEFHRFUFERNT LT R 2 /N2 BB M H 12
#H # R

FEFFNAFRECNINR ., R ERE FRAR, FIFREFHT RS

o

\)V



ZEREMRGE, HEFAEERL. FHEFIFLTRE,

FT BT EAARER B RREEH 2 /A mHRE W, I REEEN
GRUBEHRERFIFT. #FFFEVERMARN, TEE () AR H
RREEMHHERASREF IR RREEFFRZACWHRERARLLER,

R EREF AU, TR, WaEy o E fu m wiR A BT, A
AT 3 B R o

o T 77 R A B R R R O, R A E iR BT AT Y REALES T .
++t. ERYE

AETH R AER, ERAFRELH DA ERRART et E,

FEEARERBEERERAPASE LT, ERETRTROTRTRLFH
HafRG. WEARFRENELEGETEARFTRATBEIE L, £ K
SEIEE7RIE
+A. RREH

AFRFEMAFARE R ELFEAR NG RERRERTHETZARE,
FEAEXRA2BEFTNLA, SHENTAREX, REIBRZNESE. FI1iF
FEHEHATEE,

AERRERGRAAEARAERFLAFRY . R AR FHTRT . HHA LK
f e RN NG VB e
+h. FREA

R (A ERY IR RH G AFRETH RSN TAEAE) WEXEKR, FEH
MR ELHAENNERIARKELBENT Z0 TR, FFATRTFEHA
Tk,

KR4 2R é&g KEEX | AN
X . . 15 4-4F
_ R E i 1 # 5 30
x| Rz NE % H WA SLE J& 30 K
x| B o ‘ 10 446
B Y% WA 1 SE EJ530 K




s A4
i FHE & AR A 3 BFRER | EE 60K
wE T
A A7
P o W E
A “ﬁw N % =]
e Tk #A AR 1 EHE N J& 90 K
g = 45 ARKR |1 mFHAR | EE60F
% R E SR 1 MFHAR | FE 60 &
I
EhEFEMmBTERNEER, RHIARFEENGELEZFEFTH RN A, 2022
FABRTEFETXHAT2HA TS, UK 2BFEZINZINANEE NEBLELE

ETRESEFFONA, RAGEEZ2ER, MEBRZEEMH, BEZLRI
EEA, BEFORERAFANE,

F5 TE 5 4 #R X B 18] &
1 Bt &% 1 # 2022 4 7 A
2 Vi F 1 A 2022 £ 7 A
3 i S5 2 2022 4 10 A
4 it % 2 # 2022 F 12 A




2022 sF2EEN R EEAZTSERAE
"EERLEERSTER" HFE
F—MEEENERE

KR B EAGE AT E RS — WK, &—WENAaE: FMATLE
#. WEZ2RERESWHF.
AR LR EEE g 180 2%t

TR
TN B 5 Hn& RRES
F—& E41 W% o
Fafrs TR A
E%2 W& L2 E0E L ¥
v

FRRaitE. Hm, REMME

B UK E A T DLt 530t AR AR R VAR 5 b 4 B A A Bt S
AR

ARTE W B BN 30 2

ABER

FAE — BRI AL TR U P8y XXX AR P EREREFE. BF
TEEUVANRE KX TEL DB “OWxx” By XUHE (xx A BARE TS HK ), 5T
“XXX-ZRARAR” R BT UM R IE A LR R



I B FfE Sk

1. W& +hHME

—UAs AP
2.1P %3+
# &L 0 IP Mt bt 3k &

AG1.113
10.1.0.254/30

(Trust Z44 ) CS ETH1/0/1

ETHO/1-2 (AG1)
AG1. 114 CS ETH1/0/2

10.2.0.254/30

(Trust 243, )

10. 3. 0.254/30
ETHO/3 BC ETH3
(Trust 243, )

[ K 3% 10. 4.0.254/30
ETHO/4 BC ETH4
FW (Trust &2, )

10.100. 18. 1/27 IDC SERVER

ETHO/S
(untrust 243 ) 10.100. 18. 2
200.1.1.1/28

ETHO/6 INTERNET

(untrust Z43K )

10.11.0.1/24
Loopbackl

(Trust Z4% )

10.12.0.1/24
Loopback?2

(Trust 22434, )




10.13.0.1/24

Loopback3
(Trust 243, )
10.14.0.1/24
Loopback4
(Trust 241 )
VLAN 40
172.16.40.62/26 PC2
ETH1/0/4-8
B i 2 AL VLAN 50
172.16.50.62/26 PC3
CS ETH1/0/3
VLAN 51
10. 51.0.254/30 BC ETHS5
ETH1/0/23
VLAN 52
10.52.0.254/24 WAF ETH3
ETH1/0/24
VLAN 113 VLAN113 OSPF
FW ETHO/1
ETH1/0/1 10.1.0.253/30
VLAN 114 VLAN114 OSPF
FW ETHO/2
ETH1/0/2 10.2.0.253/30
VLAN 117
10. 3. 0.253/30 BC ETH1
ETH E1/0/17
VLAN 118
10. 4.0.253/30 BC ETH2

CS ETH E1/0/18

ETH1/0/20

VLAN 100

192.168.100.1/30

2001::192:168:100:1/112

VLAN115 OSPF

WS ETH1/0/20




10. 5. 0.254/30

VLAN116 OSPF

10. 6. 0.254/30

VLAN 100

192.168.100.2/30

ETH1/0/20
2001::192: 168: 100: 2/112 CS BTH1/0/20
VLAN 115 10.5.0.253/30
VLAN 116 10. 6. 0.253/30
VLAN 30
T 4145 %) 8 WS 172. 16. 30. 62/26 PC1
ETH1/0/3
T4 % # VLAN
VLAN 101 EHLE AP
ETH1/0/21
VLAN 10 EHE T4k 1
VLAN 20 EHE T4 2
BTH1 FW
W A
ETH3 CS ETH E1/0/17
FES S -¥
ETH2 FW
BC 2B
ETH4 CS ETH E1/0/18
ETHS 10.51.0.253/30 CS BTH E1/0/23
WEB )7 JH ETH3 CS BTH E1/0/24
[ Kk JE 10.52.0.253/30
ETH4 BL2RE5E

WAF




TIEES

% 1: METLEER

A5 W& %R

1 B OIP MBEALRIR, TP OKKEE A AR AT TP MMt HATHLE.

B TP W LRI &, Xt = B R EH 4 ARFATE &, B2 VLAN JF408 N3 B RN
VLAN, xt&# 0 1P M #HATEE.

B8 TP Wk LRI &, xt R &R M 4 ARFATE &, B 7 VLAN JF404 3 B RN

VLAN, Xt 0 1P Mk #4TEL & .

4 ¥R TP HAARR, P4 E R RRNAR. SO IP MU HTHE.

S| B TP AR, A VEB BRI AR, AT TP MALMTRE.
£3%5 2: MERESRFEESHIF

1. CSHJ)E telnet BF I, B 4 skills0l, B skills0l, BEMA telnet 7 XE
KA F A s A AE B: “WARNING!!! Authorised access only, all of your
done will be recorded! Disconnected IMMEDIATELY if you are not an authorised
user! Otherwise, we retain the right to pursue the legal responsibility”;

2. RERHA SWEE M W A E UL HRUB A VIR, V3 RAEZ AW EH T
WA 5. BB S 08 H 62001; AIZIAEH P 4 skills0l, A 3des ikt
Thns, ®4A0: skills01, vaA& H ik h SHA, B4 h: skills01l; AmN4l ABC, %A
mREZeRG; MEANE. FWESH A 2022-R. 2022.W;, LE&EFFEE, F
A ] AR By VLANT00 ik & i Trap 74 & £ PIE R 428 10.51.0.203, RAZE LA
Bl

3. Xt CS Lk VLAN4O JF & DL &A%

VA SoREE —ERE, BRRBRN, BN EERA 10s, KIFE
DU & Pz 0, IRAEE G 30 4k; 4ok JAA P DHCP R4 BN X HiZsm e, BB
W7 b ARP 3 B 20 5 5



6.

BREERER AR, BR TR ER ARG R L&A E, B E O %
ML CS BT A7 Ak % VLAN T e B iy 5] 4% ) s 52 30 3 1e] 22 B 47

CS Bt B TPv6 Huhb, {5 AH c # SLHL VLANSO 8y TPv6 i 7] B 20 W x AL 4K 1F TPv6
AR A H

WS BLE IPv6 Muil, FFEBEAEE, BEBEAEHERFHN 2 /NeE, #1R VLAN3O
iy TPv6 &3 ¥] LURAF TPve AR A Hdt.

WS & CS z [a] BL & RIPng, ff PC1 & PC3 ¥ L@ 3d IPv6 15 ;

IPv6 Wb -3k A 0 T, e TPve ik B AT LA

W % IPV6 4t
VLAN30 2001: 30::254/64
VLAN50 2001:50::254/64

JRATRENNR CS 5B K B& FW 2 18] {77 5 ; e B 4 038 VLAN40 Mk 51 ) 7 97 17] IDC SERVER
@R FW 10. 1. 0. 254, IDC SERVER IR IR LI FW 10. 2. 0. 254, HXEXUH%L
WRITJE A 2 2Py, SEFAT B
FW.CS.\WS 2 [A]lic. & OSPF area 0 JF i3 & T-HE#% (1) MD5 TAIIE, 2 8H H i€ X, 1& 4%V ] INTERNET
ERIAHE H 5
FW 5 CS @S #x} 1BGP 4BJE <&, il AS 65500, FW I loopbackl-4 Jyffl AS 65500
L, APRIEEHEEE TR R, e L FECE, SRR

® (S it BGP #ik loopbackl, 2 W K —BkA 10. 3. 0. 254;

CS @it BGP FJik loopback3, 4 W% T —#k >y 10. 4. 0. 254;

i3t BGP SEILFIE 1oopbackl, 2, 3, 4 I T4

A IP AT AFRITHC b3k 25 Hdi it s
4 LP JBPEREAT W 5530k %, W Ao VR route—map SKEGAS LP J@ 1k SEHLEK did% ),
AS PATH J& I W] e & i Z B8 9. 65509
i CS E1/0/3 % I W ELs 2 i i 30000 T 56 Ptk 11, BT IR 5 40%h, FEEERE 10
Grtont s KR FRHEAT Geut s Oy 7S A R B R O VERE, CS AT Hh R HGE AR /M
SEN 1600 T

10. SNSZIUN B K RS 122 45 PR, LER K BE FW [ Trust 22438 FF 8 PING, HTTP, SNMP IhRg

(loopback ZEFRAN), Untrust 24 3H 5 SSH. HTTPS Ifjfig



B3 VLAN V2% F s i B k57 1) Internet I, B AR IP:  200. 1. 1. 28/28, f#iF%E
— AR TP 7= AL IR BT 2 U A A L B 5] — AN [ 52 (9 TP Mk, 44 Vi & U RS AR bk A 4
W24 H EAE B, BITE R HEKI%% 10.51. 0. 253 ) UDP 2000 i [ ;
12. FCE L2TP VPN, Ry VPN, (il R 7r s Pl 365 S 005 i I, QIR IE R F oy
tunnel 1. FFHIA untrust 22448, il FROy AddressPool, LNS Hbhikitnhy
10. 100. 253. 1/24-10. 100. 253. 100/24, MK Ay KA AL, AIEIKS skills0l, %65
skillsO0l;
13. FW e B 25 A ANAEE — 28 B TAER A 9: 00-18: 00 71 3 4% www. jd. com ¥
www. taobao. com; AH [ [A) BeZE 1B V7 i) vh & “WRIR7. “FriE” 1) WEB DU
14, 75 FW JTJ3 224 5CH) TCP SYN Eita & Thae, RAR SRSy TCP SYN G, 4 @57
BEdE: BCEFTA I TCP AU G IR RE B8 A& (1 B K EAE 73 BUR 1460, R38N 2% 53 s
FLE X TCP =3 T @SLH I (M HEA TR A, WARAE 1 2B R B =R T, U ik 120
¥
15. NPRUESES Internet 26, 15 FW _EAERAECHE A, 8T ping M4 oM R CHIAE,
AR RPN Track, BERE 5S AIXTRIMIRL, FELE 10 YA BRI, HA N
W, EECHIAMMER . FW SR N MBS TP PR 2> 15 50 300;
16. Internet ¥iiAg — 73 LA MM 2%, 75 BEAE BB Ko FW B S8 BL Tl ORIUE S EE S 4
SO ) 22 4 e 4z«
B k8% FW 5 Internet 3% H1 28 202. 5. 17. 2 #57 GRE F%i&, J-{# ] IPSec {4+ GRE p#iH,
TRIUEZ SCE5 R 2. 2. 2. 2 5586 VLAN4O 22 41815 .
BB R pre-share W\iE N3 532 : 3DES;
BB SRATESP WM, IN#ESYE:3DES, Tt skillsOl
17. 05 AP B Ly 10. 81.0.0/15, Jy 1 @b bbiR 22 RO RIAIAC B 1P stk B, %
RKunr
® fIif]JE AP FTTE 45 AT H kK1) 4
® GRS VLAN 10 HHRREE 127 N, g VLAN 20 72 50 /N2
® WS it & DHCP, & # VLAN JA VLAN101, N AP FREFEHuNE, WBLrR & — /N Al Fshhit
9 AP EBHE, s — NPT HGEESA WS EER AL, {RUESERL AP ZEVEM; N4
FH P VLAN10, 20 & TP bk, ffs—ANa] A bk R M 5C;
18. 7E NETWORK NPCHE SSID, FFsRunF:



19.

20.

21.

22.

23.

24.

25.

26.

217.

28.

® NETWORK 1 N SSID 2022skills—2.4G, VLAN10, fn##:y wpa—personal, I
4N skills01;
® NETWORK 20 R & SSID 2022skills—5G, VLAN20 ANHEATIAEANES, fHokH B0 B a6
% SSID, R A AMEIHEE —S7] ] VAP 1% 5. 0G 155

BC & —A SSID 2022skills IPv6, J&T VLAN21 FI-F IPv6 LR, FH /48 N TCLk M 45 it
T ER 2L T WPA-personal fi# =, F 4R “skills01”, %M %A ¥ F A WS DHCP
ARHLIPv6 Hudik, $hEJEEDy: 2001:10:81::/112;
NETWORK 1 F¥ 5 A & portal+ A\ IERINIETT 2, K 524 GUEST % A4k 123456, fREETGLE
SRS, & AP (RS TR E N 90%. 2515 MAC #hlik A 80-45-DD-77-CC-48 (G
L L L
WAL E B k2 AP F WS AHIER I 2 (2 A IR T E FE CPU BHUR, AR AP 5 WS 78
10 Z3 Bl B IERE 5 UGN e VR 4k e iz, P/ JE R B IE
N E A FRAE P A 98, BORERXS SSID A “2022skills—2. 47 FRIF kAT S8 . )
F P EAT AR PR, AERAENN AT E A 2R A 1 569 2Mbps,  £E 5 KT 56 AT LIk
F 4Mbps ;
FLE T A Radio #1: AP FEWCRIEE RN, KA A% ACK Ii; F17T AP 4148 3R K IR
#ThEe; JFE Radio M HZNEHEIAE, SR BT 10:00 il kG E R 6E
B T Tk B N P A EL R S, Network A5 FERHIFER I 0 £15] 4 S8k R &R,
FFJE ARP #0141 Zh&E s
FOE 2 AP B2, R WS A7) Image MUAAT AP [ Image WA S AN, 2k AP H
T+ BCE AP K% M G2k £ iR B AP AETE (MU (] IRIRS A 1 #p: FC B AP RICIRAH
s o TR S R0 3] 1 5 7 i DR 25 7 I I TE) #4892 /NI
FEAFLEFRE) BC EICE, Wil r Oy, HnAF admin K™ skills0l, #hYg
skillsOl, ZMK /R F 2 a5 1 H EE BAMGETHE B ZRXT A M5 ) Internet
AR AT H &l %
N H AR I e R, BESRAE BC R E NTP ARSS, NTP IR 25 28502 Jyrh [ Rl B [ 5
FZHS A0 (ntp. ntsc. ac. cn) .
FEARRE BC LIS, ET/EH CRA—20 T B RSN BT Jo2 M BL v ) b
BRMREAT BTt A SRR I 1) ELC I R TG 2 FH P AT ) 20 434, ASBR il Fo At FH - 78 A
H R —3 8 B AR 0] B



29. BC FCE N “BINENR”, 7 —Z R 8: 00-20: 00 Wi A K Al 7 1 QQ K5
FE, FRORAT QQ R ic S Hidls A

30. BCHCE N AEE, STIBM S “Hhi s “HR” R, 1o B,

31. BC b0 B AREMEAE, HELFARSS 2% TP A 172. 16. 10. 33, 311509 25, K5 Jy:skills0l,
RS skills0l, SRICFEEJy 50, [FI fEHCEHEfF#P1% 45 Manager@ chinaskills. com;

32. f#F BC %F 4 BT A X PEAT FASHEAE, R UGIE S 43 P 4 /N 3AGE,
I Ho6f HTTP iRZ%- %% 172. 16. 10. 45 ) 80 3t LI HEAT SN ilF ;

33. BC LACE FH R Thag, XA M BTA TP Hihik2E47 B 4 IR0

34. ENFEERHI WAF ERCE, Wil i aOnE IR, EORX NI HTTP il dsa%
172. 16. 10. 45/32 3T 2 &P,

35. NELFXS RS A 172, 16. 10. 45 FEATEIP, FATE WX RS54 3E4T Web Jeil4t, KA
B BRATHIBT 4R

36. AFEHEMRAMES, TEAHEVWAF FBERHE. ViR HE, DDoS HALL JSON 4% 2k
25 TP #ihtoA 172. 16. 10. 200 (1 H B ARS8 | ;

37. #E WAF EPCEIERIPIHDIRE, JTHE SQL A XXS Bty (5 BB S IIRe, ERENN
IoX 6 AT o BFL DT - A Sk A

38. f£ WAF EATXF HTTP 5585 1E4T URL H KN 10, Cookies K408 30, Host fr Kk
JE4 1024, Accept S KKJE 64 SESHIRI W E, WE™ERHNFH, R HEH
T R S

39. £ WAF R4 HTTP AR 45 %% () www. 2022ski11s. com 3k € BBy , M T 52 M IR 55 28 1
WEMEEN R, — % KB B W I R I8 B

40. NP5 1E www. 2022skills. com Rk BT YA FHAD PSR, @ WAF X B IR g EAT IR
3T Referer 7k, WE™EIHINTHR, —G KIIBAEIF RIS MR,

F_MEEEE RS
RAXMHNERLLAEHEITHETE 2% _MBRA,

et . Bk 5 B A Fo AR R A
AR LR E] g 180 4048

o
=
e
B—
P
@
ok
=
é[‘?“g
A3
>
A



TR

75 B[ E B IF 4 o 5 SR [A], S5 PAE 06 R E AT A A By - LB I, E A LT
55!

(1) HFERER, BIFHELZ R

(2) TABREN YEE BB A

(3) BT CD-ROM/HDD/NET 3R 24 2, & A5 TR SEARAL o L B Ao AN A & AR (F 1 B

FRERIRE. Hlm. REMNHR

T M 40 T A 50t T ARAR 2 0 51 2 o 4 R B A A
AR

RIS YN 35 4
11 B FESSHiL

M W %Al BAKTFHTH LR, MAZAEHRLENTS, WEATERDEE. £ 4
G, ERER. AREFNFEMNERETHC " ERMEERERZANNE®. TEEMT
FitE. Bk, PSR E, ARLAEHLEAME, RELTIERFEARTHRNE L LN
FHEZ . A, \GRCEZREAHALNEZTERE, CHHANFEF Y A LA
6B TE R, TR B RE BEAT N R AR, BB 1E R St A AR T R R O
RHGERD, HYHAEMNE L 20 %.

RS EFED N T LA

@ M % & B kL

® HFIUEHZE

@ i ARFEA

AEOWFTA IEESEMNBFRLCHBEAE EN T EN L, SREFTRE, HEHE
R EE EERRAEESIFHRFE-F _NBEAE" . B TFNEMF ALK 0ffice
R ELERRGETE (Tools THEE ).



TIEES

F—80 MEREEHEN

f£% 1: RS

A S H ) Vindows R BWEENE, ZIRFBHNAGE FTH LSRRG, AP EiE
WiEE, CHHENEEF Bz AT BEMNERENRIE, ERESE LH#IT2ENEE, B
BXfER. iR, 28X, TEXHE, NTIONMEENRETHN, KIZEFHIFH,
I3t & IR R AT A
BAEFEMIBER: Server REFEHML.

% 38t Windows fR4-28 B BARATH R R BN XHER A, E3®F BAT ST,
EE: Windows RR&-BNAARE 5 LMK, EME P REFHN T, FHEHBRARE.
ERERDAAER TS ERBREHLE.

£% 1. MAYWN

R5 EHFER EF
1 | EHERI

2 | EHEK?

3| MEHFEKRS

4 oo,

B BFHUERE
1E5 2« BAERGHGE

AZHIK Vindows REBRAGRREERF, RHARWAERT, Ho0 A RERHEE
AARBRIMNERR HEARRRHGTNTERE, oM EERATH.




FEFREMER: RERGER. WFHRE.

ERERAMIFE I HF ERRREHEE,

%2 R#ERARIL

F% EHFER R
1 | fEFEK1

2 |EHFEKX?

3| EFEKXS

S

% 3. NIRRT

ARHAB WG 2 M ERRRIAASEREH T REE 7 FsE#ATRE, BT Ho ™
RREQ. HERERRANTEL, BITEMERGELR, FoMEBEEHTETA.

FAEFRMER: HROMBEIE B

HAREFRAAF RS EREREHEER.

% 3. WERELHH

F% EHFER R
I | EHFER]

2 | fEFER2

3| EFEKXS

4 ...

£ 4. HENEBEHBGE

Xt 26 E BAEFAR XA HAT AT, HFERE A EF (LR KEF N “evidence 17, “evidence
27, .y “evidence 107, AXAHAMAERHA, FTRSARNG), HRBF0E E LFE
RO ESE XM, ARG A N BRI T A KM B, IR SR & U BT o He ) S
T 15%. BUEHE R TR BAEER B . TR BT B0 X, & % H 2 Fl dn i 4 4




TR WRHE DR REBOR. BEKRELEAR, BFZRBE RO AR (ol &
XL, ER%).

FEFEMFE: BUERB

HRERTERAH 0N TEES.

5% 4 HEANEANIGE

LR+ X Hash & (MDS, FR4-K/h

EEHE | EBGLEG T 0 X4 )

evidence
1

evidence
2

evidence
3

evidence
4

evidence
5

evidence
6

evidence
7

evidence
8

evidence
9

evidence
10

2=Hs NREFES

ARBERIE KA Web i A7 EE T HRERSE, A RHARMET Web M ARF#EEN
i, GHHATZEWE A KRB XN AR FRGHTHN, REFEGMS .




BEFZEMIFE: Web 73X,

ERERAMIFE I HF ERRREHEE,

%5 RAEHHT

RF5 THEXR
1 | EHERI

2 | EHEK?

3| MEFERS

4 o,

f£%% 6: Windows REEREF O

AEEEAAR GG T —HEEEF, AECRENTERFURA, CHANEE
ihBh A S8 B AR A AL A AT I AT . R /B BT 4T B BUE.

FEFEMER: BREFIH.

HAREFRAAF RS EREREHEER.

£4% 6: Windows R G RETF T

RF5 THEXR
1 | EHERI

2 | EHFEK?

3| MEHFERS

O

E =M=

AXHAERLAEESIGREZR-FNERAA. REFEXLETESIFEHE R
ARXPFER, FZHEAFBEI K CTF (ML %255 ).

AR He SRR 1] 4y 180 248




TR

FHEIE (CTF) By EATZ A —& WA Z 2T b AR 7 — MR BLEY W 45 3035 o S
%7 2B E N TAE.

AMRRERSRHENRE T, BRPF00E SR E. RFEXIL. KiFEA R SE5ENRA
AR TR W 4 5 MK JF ek % BB MG LM R SR IRIGE £ 1 flag {H.

FRERIRE. Hlm. REMNHR

P T UK T E A VT DL B 5% 2 AR 4 Bl i 51 R P e SR B A A R
FHAR

ARTE BB h 35 2
AREW

R E| EAHE flag ERRBUTS, BB 0T

flag {<flag {& >}

SR g 2 B T R I TR FFUL, 9 — RS B AR TR
H k.

5 B F{E Sk

EARBANPEREEILERGH, ZMGFBHEEEAR LGRS . ENEFHEEE &
PlégZale &, wA AT EENSENKEA, BELUE. RFEEF5ENROR,
SERAR R TUE B5H MR, AR F R flag . WBITSFHGEEF M A

AAR IR 2| 09355 R BRE BB IR T2 T sOR 4

- ERKE

o B AT

« ZH R R AR

« DR AR5 R AR

© BTG B A FE AT



P B & Ao R 23 6y TP M bbim B F IR AL &7 %

TEES
—. Webl k%%
ﬁgﬁ 53R
Webl % i /5 & R Az &, &
g WHEHE R, F¥H flag 3%
. flag #% & flag{<flag
f8>)
Webl R S TEiR . & | A
4 = IR A flag, H ¥ flag
TR, flag &R flag{<flag
B>}
Webl 241G & FERE, &
gz |FURRFIFRE flag, 4
— | flag 3% X . flag # X
flag {<flag {H>}
—. Web2 R %2
e 4k
Web2 % 17 iR F, FHA A
IR E flag, H ¥ flag
e A5, flag # flag {<flag
18>)
Web2 2% G € ERA, &
R H R 4% 2| flag, F ¥
BFEL | flag 2 5 . flag 4 2
flag {<flag &>}
=. FTP R 28
Egﬁ 54




(5=F PN

H IR FTP R4 28 b xt i By
SCHEREAT 74T, #0 R R
B flag, 4% flag £, Flag
#-3 flag (<flag 15>

(5=

W IRE FTP R % 28 b x4 b &Y
SAEFEAT 04T, $5H B RO
th flag, ¥ flag . flag
#-3 flag (<flag 15>

7%\

E IR FTP R4 28 b xt i By
SAEREAT AT, $5H H R RO
b flag, ¥ flag . flag
A, flag {(Kflag 15>}

(52

H IR B FTP R 4 2% b ¢ 5L 4
WEE AT, LB
wHy flag, ¥ flag &%,
flag #3 flag {<flag &>}

W IREL FTP R % 28 b x4 b &Y
SAEREAT 4T, $5 H R RO
b flag, 4% flag £, Flag
#-3 flag (<flag 15>

E IR FTP R4 28 b xt i By
SAEREAT 4T, $5H H R RO
b flag, ¥ flag . flag
A, flag {(Kflag 15>}

E IR FTP R4 28 b xt i By
AR FAT AT, 35 3 R
th flag, 4% flag £, Flag
# 3 flag {<flag {H>)

WHIRELFTP R % 28 b X b &Y
SAEREAT 74T, $5H B RO
th flag, 4% flag £, Flag
#-3 flag (<flag 15>

M. MARKF1RSH

T5%
5

(R E




T%5t

BRI ARJF 1 AR %28 10000 35 12
BN HE, W R
flag, ¥ flag #£7. flag
R flag {<flag (8>}

. MARF2RFE

e 4 4k un
N F 2 R4 10001 3% 0
F5+ | FhERE, RELFREEAN
F | flag, ¥ flag . flag
K flag (<flag E>)




SESHR

X1 F=ZHBELW

F5 R S4B
C 7 ()

C1 (ERSY &S

C2 1 AT

C3 — 3 %R R A A

C4 &2 R AR %5~ ke 3R A

C5 ING & AT




Mk A

B 1 P& amah A



	一、赛项名称
	二、竞赛目的
	三、竞赛内容
	四、竞赛方式
	五、竞赛流程
	六、竞赛赛卷
	七、竞赛规则
	八、竞赛环境
	九、技术规范
	十、技术平台
	十一、成绩评定
	十二、奖项设定
	十三、赛场预案
	十四、赛项安全
	十五、竞赛须知
	十六、申诉与仲裁
	十七、竞赛观摩
	十八、竞赛直播
	十九、资源转化
	第一阶段竞赛项目试题
	介绍
	所需的设备、机械、装置和材料
	评分方案
	注意事项
	项目和任务描述
	1.网络拓扑图
	2.IP地址规划表

	工作任务
	任务1：网络平台搭建
	任务2：网络安全设备配置与防护

	第二阶段竞赛项目试题
	介绍
	所需的设备、机械、装置和材料
	评分方案
	项目和任务描述
	工作任务
	第一部分 网络安全事件响应
	任务1：应急响应
	本任务素材清单：Server服务器虚拟机。

	第二部分 数字取证调查
	任务2 ：操作系统取证
	本任务素材清单：操作系统镜像、内存镜像。
	任务3： 网络数据包分析
	本任务素材清单：捕获的网络数据包文件。
	任务4： 计算机单机取证
	本任务素材清单：取证镜像文件。
	任务5：代码审计
	本任务素材清单：Web程序文件。
	任务6：Windows系统恶意程序分析
	本任务素材清单：恶意程序文件。


	第三阶段竞赛项目试题
	介绍
	所需的设备、机械、装置和材料
	评分方案
	注意事项
	项目和任务描述
	工作任务
	分值分布表
	附录A

